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Configuring an EdgeMarc for SIP trunking with an IP PBX

This document describes the steps needed to configure an IP PBX behind the
EdgeMarc which is pointing to a SIP Trunk provider on the WAN.

Please note that this solution documents the basic configuration needed in the PBX and
that the requirements of your specific SIP trunking environment may require
modifications to the configuration steps provided in this document.

There are four modes of operations that are discussed in this article.

A. The IP PBX has a static IP address and is able to send REGISTERS. It has to
register a DID (usually the main trunk DID). Upon a successful registration, the
SIP trunk provider will then route all numbers in that trunk group to the EdgeMarc
WAN. The EdgeMarc will then forward all calls (using the dial rules) to the PBX
defined in the Trunking page. No Header Manipulation is needed.

B. The IP PBX has a static IP address but is NOT able to support REGISTERS. The
SIP trunk provider doesn’t need any Registrations and the provider statically
assigns the EdgeMarc’s WAN IP as the trusted IP to route calls to and accept
calls from.

C. The IP PBX has a static IP address butis NOT able to support REGISTERS.
However, the SIP trunk provider requires a Registration and the EdgeMarc has to
Register on behalf of the PBX. The EdgeMarc has to respond to any
authentication challenge (401) from the SIP server and not pass in through to the
LAN side PBX and he PBX doesn’t support authentication.

D. The IP PBX has a static IP address and is able to send REGISTERS. It has to
register a DID (usually the main trunk DID). Upon a successful registration, the
SIP trunk provider will then route all numbers in that trunk group to the EdgeMarc
WAN. The EdgeMarc will then forward all calls (using the dial rules) to the PBX
defined in the Trunking page. Header Manipulation is needed.
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When to use B2BUA and when to use ALG Trunking ?

B2BUA is used when the EdgeMarc has to register on behalf of the PBX and/or Header
Manipulation Rules (HMR) is required.

ALG (Trunking) is used when the EdgeMarc is just proxying the messages from the
PBX and the PBX supports REGISTER messages. The ALG (Trunking) page also
supports simple number manipulation rules.

Prer isit nd A mptions:

SIP trunking information provided by the VolP service provider:
e SIP server IP address or DNS name.
¢ Authentication-name and Password that the SIP Provider has given to
register the SIP Trunk.

NOTE:
GUI screenshots in this article are based on VOS 14.6.0, other VOS version GUI
interface may look different but the concepts are the same. For Scenario C and D,
EdgeMarc should be on VOS 10.2.4 or higher.
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Sample Network Diagram
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Figure 1: Network diagram

In this example, there is an IP PBX on the LAN side that is configured with
192.168.1.100 IP address and the EdgeMarc LAN IP is 192.168.1.1. The WAN
interface IP address of the EdgeMarc is 12.48.202.158. The SIP/VolP provider’s

SIP SERVER address is sip.trunk.com.
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Configuring the EdgeMarc for Scenario A and B

The steps below assume you are starting from the factory default settings. Please refer
to the EdgeMarc VOS user guide for more detailed information on the different
configuration steps.

Configure the Network page

1. Connect and configure a PC to the LAN port on the EdgeMarc. By default, the
EdgeMarc DHCP server is enabled. Your PC will pull an IP address.
If the PC doesn’t get an IP, configure your PC NIC settings as follows:
IP Address: 192.168.1.2
Subnet Mask: 255.255.255.0
Default gateway: 192.168.1.1

2. Log into the EdgeMarc by opening a web browser and entering http://192.168.1.1
Username: root
Password: default

3. Click on the “Network” link

4. Configure the LAN and WAN Interface Settings
In this example, the LAN IP is 192.168.1.1 and the WAN IP is 12.48.202.158
Set the Primary and Secondary DNS entres that the EdgeMarc will use in the DNS
Server section.

nnnnnnnn

Configuration LAN Interface Settings:

Menu IP Address: 192.168.1.1

Subnet Mask: 2552552550
+Admin
- Network IPv6 Address/Prefix: J
:%FN Enable VLAN support
« WAN VLAN Default VLAN ID:

*+802.1X Supplicant
* High Availability

+Traffic Shaper

* Pass-Through Rules
*+ Subinterfaces

* Proxy ARP

* Switch Ports

*+ Static Routes
*Dynamic DNS

* Network Information
* Network Restart

* Network Test Tools

*+ Eirewall Traversal
+WAN Failover

* Router Advertisement

+Users

+ Security
+VolP
+VPN

WAN Interface IPv6 Settings:
Select the type of IPv6 WAN Interface to use:
® Disabled

Static IP (ethernet)

IPv6 in IPv4 Tunnel

VLAN

WAN Interface IPv4 Settings:
Select the type of IPv4 WAN Interface to use:
Disabled
PPPOE
DHCP
® Static IP
WLAN

IP Address: 12.48.202.158
Subnet Mask: 255.255.255.0

Network Settings:
Default Gateway:|12.48 202 1

DNS servers:
Note: In case of dynamic links, if the manual override checkbox is not checked the address
provided will be used.

Manually set DNS: 7
Primary DNS Server: 8888
Secondary DNS Server: 4222

Submit || Reset || Apply Later

Figure 2: Network page
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http://192.168.1.1/

5. Select “Submit” when done.

Configure the SIP Settings page

6. Next, click on the “VolP” link

"7 edgewater

NETWORKS

Configuration
Menu

SIP Settings
SIP protocol settings.

The SIP Server settings specify the address and port that all client traffic shall be forwarded to.

SIP Server Address: sip.frunk com
+Admin SIP Server Port: 5060
+Network _
lilears SIP Server Transport Pass Through v
+5Security Use Custom Domain:
~VolP SIP Server Domain:
H.323 :
List of SIP Servers: Create
-SsIip Enable Multi-homed Qutbound Proxy Mode:
*ALG Enable Transparent Proxy Mode:
B2BUA P, o i -
Limit Outbound to listad Proxies / SIP Servers: #
*+ SIP Routing
« Media Server Limit Inbound to listed Proxies / SIP Servers: ¥
* Survivability Include UPDATE In Allow: 7l
* Clients List PRACK Support: 4
* Test UA
+VPN Allowed SIP Proxies

This is the list of proxies or registrars that are allowed when enabling the "Limit Outbound” (for
transparent mode only) and "Limit Inbound” (for transparent as well as non-transparent mode) options.
The SIP Server Address above is always included and does not have to be in this list.

List of SIP Proxies

Select: All None Delete

SIP Proxy Address/FQDN

The list is currently empty

Add a new proxy
1P Address/FQDN:
Add || Reset

Figure 3: SIP page
7. Click on the “SIP” link

8. Configure “SIP Server Address” and “SIP Server Port”. The “SIP Server Address”
is provided by the SIP service provider.

In this example, the SIP provider is ‘sip.trunk.com’

The SIP Server Port is usually port 5060, however, you may receive different
instructions from your SIP provider. The EdgeMarc will forward all outbound calls
to the SIP Server Address and Port. It will also expect to receive all inbound calls
using the SIP Server Address and Port.

9. For security reasons, enable the “Limit Outbound to listed Proxies / SIP Servers”
and “Limit Inbound to listed Proxies / SIP Servers” checkbox, This should be
enabled by default.

Note: This means that the EdgeMarc will only process outbound / inbound SIP
messages from SIP servers configured in the SIP settings and listed on the
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Allowed SIP Proxies. This option will ensure that the EdgeMarc only forwards
outbound / inbound SIP messages received from the IP PBX to the IP address
configured in the SIP Server address and Allowed SIP Proxies field. This filtering
feature is only one part of a multi-tiered security plan that should be implemented
when using SIP trunking services. Other common techniques include configuring
the IP PBX to restrict international dialing to authorized users, configuring
passcodes for international dialing, disabling the ability to “zero” out of IVR or
voicemail systems to place phone calls and restricting the use of the SIP trunk to
only LAN side phones connected and registered to the IP PBX.

10. Select “Submit”
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Configure the ALG Trunking Configuration

11. Select “VoIP -> ALG”

(77  edgewater

HETWORKS

Configuration
Menu

@ There are unapplied configuration changes: | Subms All || Clear AR

ALG Trunking Configuration

Cenfiguration of S1P trunking devices.

SIP Trunking devices

A SIP trunking device can be a PSTN gateway, or similar device, that does not issue
REGISTER messages. Calls will be forwarded Lo the dewvice based on the dial-plan rules
belaw.

1f VLANS are enabled, the SIP trunking device needs to be in the same VLAN as defined in
the VoIP ALG page.

SIP Trunking Devices

Select: All Nong Dielete
|mmu-s.-. | Port | Name |(:r<|u||
| | 192.168,1.100 | S060 | PBX |

Add a trunking device

Action: | Add new trunking device
Name:

Addrass:

Port: 5080

Commit || Reset

Header Transformation

These header transfarmation rules are applied ta all SIP trunking devices. They define how
specified SIP headers should be transformed when farwarding to the SIP Server.

From Header
Select the domain to use in From header when sending requests to the SIP Server:
® SIP Server Address (default)
System WAN TP
Commit || Riset

Rules

Rules are used to forward and/or modify incomning and outgoing calls. There are 3 types of
rules:

Tnbound: fram server to trunking device
- Qutbound: from trunking device to server
- Redirect: from lacal phone 1o trunking device (w/o routing to server)

Outbound rules can match against andfor modify either the calling or called number.
Inbound and redirect rules operate on the called number enly, Stripped and added digits
always apply to the left-mast digits of the DID.

Dial Rules

Select: all None Delete
Type Mode |Party |FRIG :’I::"I" strip | add | Trunking device
Inbound | Both :.:lt‘l'm :’;g.:om.mo:sooo;

Adlel a rulee

Action: Add new ruke

Type: nbourd»

Made: Boh

Call Party:

Default rule:

Priarity:

Pattemn-match (if nat default):
Strip digits: 0
Add string:

Trunking device: PBX (152 168 1,100 5060) *

ote: "Use SIP proxy as secondary target” rule can be configured on the B2BUA page
Commit Reset

Figure

13.

in the IP PBX.

14. Select “Commit”

15. The IP PBX should appear in the SIP Trunking Devices table (as shown in Figure 4.)

4: SIP Trunking devices page

Add the IP PBX as a SIP Trunking Device by configuring the “Name”, “Address”, and
“Port”. The Address and Port need to match the IP address and SIP port configured

16. On the same page, scroll down to the Dial Rules Section.
17. Select “Action - Add new rule”

18. Set “Type:”" to “Inbound”
Copyright © 2016
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19. Select the “Default Rule” checkbox

20. Set the “Trunking Device” to be the name and IP address of the PBX.

21. Select “Commit”. The Dial Rules page should look like Figure 4.
This will create a routing rule that will direct ALL inbound calls received on the WAN
interface of the EdgeMarc to the PBX.

22. When you are ready to apply the settings, click on the Submit All button on the blue
bar at the top of the page.

23. Configure the rest of the EdgeMarc settings as per the manual.

Other settings on the EdgeMarc are optional for basic SIP trunking to operate, but
we recommend configuring at least the following:

e Traffic Shaping and CAC: Adjust these values according to your WAN
bandwidth.

e Syslogging and MOS monitoring to EdgeView e.g. Point the EdgeMarc to
syslog to the EdgeView,to capture all the MOS scoring on the SIP trunking calls

on the LAN and WAN side.This will allow you to “demarc” VolP quality issue
between LAN and WAN.

Configuring the PBX

24. On the PBX, configure the PBX SIP server setting to point to the LAN IP address of
the EdgeMarc (192.168.1.1)

25. Disable the ‘Behind a NAT’ functionality on the PBX, if it is enabled.
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Making and Receiving calls

Registration mode

If the SIP trunk provider requires a registration from the PBX and PBX is capable
to register, the registration sent by the PBX should be received on the LAN side
of the EdgeMarc, processed by the ALG and will be forwarded out the WAN to
the SIP trunk provider. As soon as it's registered, the PBX should be able to
make calls. All inbound calls from the SIP trunk provider will be forwarded to the
PBX (according to the Dial Rules — Fig 4).

Static mode

If the PBX doesn’t register, make sure that the SIP provider has statically
assigned the WAN IP address of the EdgeMarc as a trusted IP address to send
and receive calls from. All outbound calls from the PBX will be forwarded to the
SIP Server from the WAN IP of the EdgeMarc. All inbound calls from the SIP
trunk provider will be sent to the WAN IP of the EdgeMarc and will be forwarded
to the PBX (according to the Dial Rules — Fig 4).
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Configuring the EdgeMarc for Scenario C

Configure the EdgeMarc using the procedure listed in Step 1 — 10 above.

C1. Select “VolP -> SIP -> B2BUA” link.

C2. Under the Trunking Devices section, add a trunking device.
e Name: PBX (as an example)
e |P: 192.168.1.100

e Port: 5060
Click on the “Update” button you should see the same ‘Trunking Devices’ table entry
on Figure 5.
1 = Help
Configuration B2BUA Trunking Configuration
Menu
) This page suppoerts only IPv4 addressing.
+Admin In order for changes to this page to be applied, you must click the Submit button at the
+Network bottom of the page
+Users
+Security
-VoIP
+H.323 Trunking Devices
:% Name Address Port Group Username Registration Status
= © pex 192.168.1.100 5060
z ﬁUA New Entry
Routing Name: PBX Model: [Generic PBX v
* Media Server
« Survivabil o IP: 192.168.1.100 Transport: |UDP v
* Clients List Port: 5060
« Test UA
"’M Username: Password:
Update

Figure 5: Defining the non-registering PBX in the B2BUA page

C3. Next, you would need to define the DID / Authentication name and password that
the SIP trunk provider is expecting. (This is where you define what the EdgeMarc
will register on behalf of the non-registering PBX)
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e Add the Username, Authentication-name and Password that
the SIP Provider has given to register the SIP Trunk.

e Registrar - Choose Default SIP Proxy (B2BUA will use the SIP Server
address configured on the ALG Page to register the AOR)

e Click on the “Update” button and you should see the same Credentials
and Registration table entry on Figure 6.

Note: If the SIP server i authenticates every INVITE from the PBX, then you must set
the ‘Use as default’ setting. Create another set of Credentials and check the ‘Use as
default’ checkbox. The B2BUA will respond to any 401 challenge from the SIP
server, instead of sending the 401 through to the PBX.

Credentials and Registration

AOR Auth-User Password Registrar Status Transport
@ 4074017663 4074017663 is set default
@ default 4074017663 is set
New Entry
Credentials
Username: Auth-User:

Edit Password:

Password:

Confirm Password:

Use as default:

Registrar

® Don't Register

Default SIP Proxy
Domain:
Address (optional): Port:
Transport: UDP ~

Register Options (Optional)

Default Expires: sec. Renew interval: %

Update

Figure 6: Information needed to register on behalf of the non-registering PBX.
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C4. Next, you need to define the “Actions” for the Trunking Rules. Go to the
Trunk section and add a “Action”. Below are two examples, one without
Header Manipulation Rules (HMR) needed and the other with HMR.

Simple Action Rule with no Header Manipulation Rules.
In this example, an action was defined to route all incoming calls to the

PBX.
o Name: incomingcalls (as an example)
o Send to: Select Trunking device “PBX” from the pull down menu
(this is the device defined in Trunking Device on Figure 5)
o Click on the Update button and you should see the same ‘Actions’
table entry on Figure 7.
Actions
Name Send Prio Hunt Header Refer-To-ReINV
[x] incomingcalls v
New Entry
Name: incomingcalls
Send To: * Trunking Device: PBX v
Client:
URI:
Response:
Prioritize: Refer to Re-INVITE:
Serial Hunting: Add
Delete
Header Manipulations:
Header Value
Header: Request-URI v Add
Value:
Update

Figure 7: Action rule with no HMR for call routing
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C6.

C7.

Next, you need to define a matching pattern / rule for the calls.
In this example, we are trying to define a default inbound rule that will route all
incoming calls to the PBX (for more information on the options in the pull down
menu, please refer to the Help link on the top right hand side of this page)
e Select a call direction: Inbound
e Select “default”
e For Action: select “incomingcalls” (which was the Action defined in
Figure 7)
e Click on the “Update” button and you should see the same Match table
entry on the Figure 8.

Finally, click on the Submit button at the bottom of the page to submit all changes
made on the B2BUA page.

Match
Direction Mode Def Called Calling Source Action
Match Pattern Match Pattern
@ Inbound BothModes v Any incomingcalls
New Entry
Direction: Inbound M
Mode: BothModes »
. default
Pattern: i
Called Party : | matches
Calling Party: | maiches
Source: r
Action: incomingcalls v
e

Figure 8: Defining a pattern match for the dialing rules
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Configuring the EdgeMarc for Scenario D

Configure the EdgeMarc using the procedure listed in Steps 1 — 10 above.
Next, follow the procedure outline in steps C1 — C3 above.

D1. Next, you need to define the “Actions” for the Trunking Rules. Go to the
Trunk section and add a “Action”. In this example, an action was defined to
route all incoming calls to the PBX and add Header Manipulation Rules to
strip the leading 2 digits from the username in the Request URI and TO

header.

¢ Name: incomingcalls (as an example)

e Send to: Select Trunking device “PBX” from the pull down menu
(this is the device defined in Trunking Device on Figure 5)

e Put in the Header Manipulation Rules associated for the
‘incomingcalls’ Action. (For more information on HMR rules, see the Help
link on the top right hand corner of the page)

e Click on the Update button and you should see the same ‘Actions’
and Header Manipulations table entry on Figure 9.

Actions
Name Send Prio Hunt Header Refer-To-ReINV
] incomingcalls v v
New Entry
Name: ncomingcalls
Send To: * Trunking Device: PEX v
Client:
URI:
Response:
Prioritize: Refer to Re-INVITE:
Serial Hunting: Add
Delete
Header Manipulations:
Header Value

@ Reguest-URI |'<sip:' + substr{$request.uri.user, 2, 0) + '@' + $env.target_domain + '>

@ To '<sip:' + substr{S$to.uri.user, 2, 0) + '@' + $env.target_domain + '>'

Header: Request-URI v Add

Value:

Update

Figure 9: Action rule with HMR for call routing
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D5. Next, you need to define a matching pattern / rule for the calls.
In this example, we are trying to define a default inbound rule that will route all
incoming calls to the PBX
+ Select a call direction: Inbound
+ Select “default”
+ For Action: select “incomingcalls” (which was the Action defined
in Figure 9)
+ Click on the “Update” button and you should see the same Match
table entry on the Figure 10.

Match
Direction Mode Def Called Calling Source Action
Match Pattern Match Pattern
@ Inbound BothModes v Any incomingcalls
New Entry
Direction: Inbound M .
Mode: BothModes »
. default
Pattern: Called
Called Party : | mat
Calling Party: | match
Source:
Action: incomingcalls »
Update |

Figure 10: Defining a pattern match for the dialing rules.

D6. Finally, click on the Submit All button to submit all changes made on the B2BUA
page.

For advanced configurations and debugging, contact Edgewater Networks Technical Assistance Center
at support@edgewaternetworks.com or call 408.351.7255.
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